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1. Introduction

1.1 This Manual sets out the procedures for the use of the power conferred on the
Revenue Commissioners by the Communications (Retention of Data) Act 2011 (“the
2011 Act”) to make disclosure requests to communications service providers, and for
the discharge of Revenue’s responsibilities under that Act.

1.2 The 2011 Act requires service providers! to retain data? for a period of two years
in the case of telephone data and one year in the case of internet data and permits
specified public authorities, including An Garda Siochana, the Defence Forces and
the Revenue Commissioners, to access such data by way of disclosure requests made
in accordance with section 6 of the Act.

1.3 The data in respect of which disclosure requests may be made are specified in
Schedule 2 of the Act. In the case of fixed network telephony and mobile telephony,
subscriber details (that is, the name and address of the subscriber or registered
user), and traffic data (such as details of incoming or outgoing calls or text
messages), can be requested. For mobile telephones, data can be sought also to
identify the location of mobile communication equipment: these are the cell ID at
the start of a communication and data identifying the geographical location of cells
by reference to their cell ID. In the case of the Internet, requests can be made in
respect of subscriber details (such as phone numbers or names and addresses)
associated with an IP address, which has to be furnished to the service provider
concerned.

1.4 Disclosure requests cannot be made in respect of the content of communications:
section 2 of the 2011 Act provides that the Act does not apply to content.

1.5 The circumstances in which Revenue may make a disclosure request are set out
in Section 2, and the procedures that have been put in place for the making of such
requests are addressed in Section 3.

1.6 A Memorandum of Understanding (MoU) between the relevant representatives
of the communications industry and the State agencies concerned was sighed on 4th
May 2011. The stated purpose of the MoU is to promote efficiency and effective
standards of co-operation between the State agencies and the communications
industry in dealing with disclosure requests made under the 2011 Act. A technical
working group was established to address issues which might arise relating to data
retention and the workings of the MoU.

1 “Service provider” means a person who is engaged in the provision of a publicly available electronic
communications service or a public communications network by means of fixed line or mobile
telephones or the Internet.

2 “Data” means traffic data or location data and the related data necessary to identify the subscriber
or user.
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1.7 Service providers endeavour to respond relatively quickly to subscriber detail
requests. However, officers should be mindful of possible delays when requesting
traffic data as this information is usually held on live operating systems.

2. Disclosure Requests: General

2.1 Section 6(3) of the 2011 Act provides that an officer of the Revenue
Commissioners not below the rank of principal officer may make a disclosure request
to a service provider. However, Revenue’s internal governance procedures require
any such request to be made through one of the two nominated Principal Officers in
Investigations and Prosecutions Division: see Section 3.

2.2 A disclosure request may be made only for the purposes of the prevention,
detection, investigation or prosecution of a “revenue offence”, which is defined by
the 2011 Act as an offence under any of the following provisions that is a serious
offence:

(a) section 186 of the Customs Consolidation Act 1876;*

(b) section 1078 of the Taxes Consolidation Act 1997;

(c) section 102 of the Finance Act 1999;

(d) section 119 of the Finance Act 2001;

(e) section 79 of the Finance Act 2003 (inserted by s 62 of the Finance Act 2005);
(f) section 78 of the Finance Act 2005.

[* Now section 14 of the Customs Act 2015.]

A serious offence is defined by the Act as an offence that is punishable by
imprisonment for a term of five years or more.

2.3 The Act is, therefore, designed for use in the case of offences the seriousness of
which means that they would fall to be prosecuted on indictment. The types of
offences or illegal activities in respect of which Revenue envisages its use include
drug smuggling, smuggling of illicit tobacco products, oil smuggling and fraud,
serious tax evasion and other serious offences falling within the scope of section
1078 of the Taxes Consolidation Act 1997.

2.4 Revenue is conscious of the need to ensure that the power conferred by the
2011 Act is exercised with due regard for the rights, under the Constitution and the
European Convention on Human Rights Act 2003, of any person concerned.
Accordingly it will make data requests only where:

(a) the data to be sought are relevant and necessary for the prevention,
detection, investigation or prosecution of a serious revenue offence,

(b) the application is proportionate having regard to all of the circumstances
(including the likely impact on the rights of any person), and

(c) there is no less intrusive means by which the data in question could be
obtained.
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The following material is either exempt from or not required to be published under
the Freedom of Information Act 2014.

[...]

4. Request Form

Communications (Retention of Data) Act 2011

Application for Request for Data under Section 6 of the Act
(for disclosure of data for the prevention, detection, investigation or
prosecution of serious Revenue offences)

To: Principal Officer, Investigations & Prosecutions Division

Request for Data Type:
Telephone/ IP Subscriber Details |:|
Telephone/ IP Traffic Data |:|

Telephone Number / IP address under |

enquiry

Specific Information requested:

These data are required for the prevention, detection, investigation or prosecution of a
serious Revenue offence under the following section(s):

Section 186 of the Customs Consolidation Act 1876 *

Section 1078 of the Taxes Consolidation Act 1997

Section 102 of the Finance Act 1999

Section 119 of the Finance Act 2001

Section 79 of the Finance Act 2003 (inserted by s62 of the Finance Act 2005)
Section 78 of the Finance Act 2005

[* Now section 14 of the Customs Act 2015]

Description of investigation and relevance of/requirement for data information:
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Applicant:

| declare that the information in this request is true and accurate, and that the
data requested will be used solely for the purpose of conducting an investigation
as specified above.

Name of Requesting Officer:
Grade:
Telephone/VPN:

Signature:

Date:

Principal Officer Approval:

| am satisfied that these data are required for the prevention, detection,
investigation or prosecution of a serious revenue offence and that this request is
necessary and proportionate.

Signed: (Principal Officer)

(Region/Division)

Date:

Nominated Principal Officer Approval:
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[ am an officer of the Revenue
Commissioners not below the rank of Principal Officer and, on examining this
application, | am satisfied that these data are required for the prevention, detection,
investigation or prosecution of a revenue offence as defined under the
Communications (Retention of Data) Act 2011 and that the request is proportionate.

Signed:

Date:




Tax and Duty Manual Manual on the Communications (Retention of Data) Act 2011

5. Oversight

5.1 A Judge of the High Court designated by the Government oversees the operation
of the Act. The designated Judge has access to all official documents or records
associated with disclosure requests. The Judge ascertains whether the Revenue
Commissioners and other agencies are complying with the provisions of the Act and
reports annually to the Taoiseach on any matters that are considered appropriate.

5.2 In addition to judicial oversight there are several other safeguards contained in
the Act. These include a Complaints Referee, the preparation and submission of an
annual report to the Minister for Finance and the designation of the Data Protection
Commissioner as the national supervisory authority.

5.3 Revenue’s head of Internal Audit will from time to time review Revenue
operation of the 2011 Act to ensure compliance with the provisions of the Act.

5.4 The Assistant Secretary of Investigations & Prosecutions Division will maintain in
secure custody the records of approvals issued and a copy of the data received from
service providers.

5.5 The Assistant Secretary of Investigations & Prosecutions Division will also act as
Revenue’s liaison for the Judge designated under the 2011 Act and will provide, as
requested, access to all relevant premises, reports and documents concerning any
data requests initiated by Revenue.

6. Responsibility of Revenue personnel who hold or receive
data under the 2011 Act

The designated Judge appointed to oversee the operation of the Act and the Data
Protection Commissioner can request any person concerned in, or who has
information in relation to, the preparation or making of a disclosure request, or the
receipt and handling of data obtained as a result of making such a request, to
provide access to all information relating to the request. In this regard, all relevant
Revenue Regions/Divisions must put appropriate procedures in place to
accommodate this requirement. All such documentation (case files, records, etc.)
must be stored securely and held in such a manner that a complete audit can be
carried out at any time. The data obtained as a result of a disclosure request should
be treated as highly sensitive data and should only be used for the specific purpose
for which it was requested.

7. Data Security

Information obtained under the 2011 Act that is held by Revenue is subject to the
rules of data security and confidentiality including legal obligations under the Data
Protection Acts and the Finance Act 2011 (see the Data Protection Code of Practice
at Appendix 1).
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8. Statistics

The Revenue Commissioners are obliged to submit an annual report each year to the
Minister for Finance in respect of data received under the 2011 Act. The Minister for
Finance, having reviewed the report, forwards the report to the Minister of Justice,
who in turn consolidates all reports received from relevant agencies and prepares a
State report which is forwarded to the European Commission.
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Appendix 1. Data Protection Code of Practice

Communications (Retention of Data) Act, 2011

Data Protection Code of Practice

Use of information

Section 6(3) of the Communications (Retention of Data) Act, 2011 (the 2011 Act)
permits Revenue to request the disclosure of data retained by a service provider in
accordance with Section 3 of the Act. Information supplied to Revenue on foot of the
2011 Act shall only be used for the prevention, detection, investigation or
prosecution of a revenue offence.

Authorisation

The information obtained under the 2011 Act shall be under the control of the
nominated Principal Officers in Investigations & Prosecutions Division. The data
should be subject to controls on the basis that the relevant officer(s) will use the
data only in the exercise and performance of his/her statutory powers and functions.

Retention of information

Information should be retained for no longer than twelve months and then subject
to destruction. However, information may be retained if it is required for the
purposes of on-going investigation, prosecution or court proceedings or if the data is
required by Revenue’s head of Internal Audit or Data Control.

Security and Confidentiality

Information obtained under the 2011 Act must be secured in accordance with
Section 2 of the Data Protection Acts ‘Collection, processing, keeping, use and
disclosure of personal data’. Unauthorised access to such information is not
permitted.

Information obtained under the 2011 Act is subject to the Data Protection Acts 1988
and 2003 and in addition, authorised officers are bound by the Revenue Code of
Practice for the Protection of Personal Data and confidentiality provisions. In order
to assure the security of information provided to Revenue under the Act, officers
who receive information must make an annual return to the nominated Principal
Officer of Investigation & Policy Branch & Divisional Office branch in Investigations &
Prosecutions Division confirming that:

o The information is secured,
] Access is strictly restricted,
. Approval has been sought where it is necessary to retain information past the

requisite period.
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Third Party review

A Judge may be appointed to oversee the operation of the 2011 Act. The designated
Judge will have access to all official documents or records associated with disclosure
requests and may determine whether the Revenue Commissioners and other
agencies are complying with the provisions of the Act.

The Data Protection Commissioner is designated as a national supervisory authority
for the 2011 Act and information obtained under the Act may be subject to audit by
the Commissioner.

A person who believes that data relating to him/her has been subject to a disclosure
request may apply to the Complaints Referee to investigate the matter. The Referee
will investigate the matter and if s/he believes there has been a contravention of
Section 6 of the 2011 Act may take a number of actions outlined in Section 10 of the
Act.



